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root:xl OCKx: 14600
admin: $6$5c8t112a$dz2NQxTXVZcI1pGVIGBIgV/NAKgAEQuKN7HecEmGOvIHOScQSpn7TBUSJcwDuyZwrp2ZZs7Gn4.W550tLgDSN1:18375:0:99999:7:: :
E I ..,/ t / had L }  bin:*:18313:0:99999:7:

Xample: /etc/shadow: daemon: *:18313:0: 99999

) adm:%:18313:0:99999:7

1p:*:18313:0:99999:
Sync:*:18313:0:99999:7:::
shutdown:*:18313:0:99999:7:::
halt:%:18313:0:99999:7:::
mail:*x:18313:0:99999:
operator:x*:18313:0:99999
games:*:18313:0:99999:7:
ftp:*:18313:0:99999:
nobody:*:18313:0:99999

Issue: Default Passwords

nfsnobody:!!:
ec2-instance-connec
postfix:!!:18359:

Solution: : D BERBENE: RMSENEER: BN SREETEINESRN: BEIMENRRNE: KSANNE: RETH

:11:18375:0:99999:7:::
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Issue: Default Authorized Keys
Example: home/ec2-user/.ssh/authorized_keys:1

ec2-user@ip-172-31-33-65 ~]$ sudo cat /home/ec2-user/.ssh/authorized_keys
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCHP37mzjC3DVsCUD9STUEfmMEQ5D144jLjC/n9Hht9VAGiWRgbnxpuOIHP/pBTIGUXPQ7 LEWUHd fmHepR/8S01GKei/Gh@s

/kgoTYFmr9RmOAxcoYqw/+U9puldYyV1CFdI9D 1zaa@MxW6bGXYX+y2G52NmNiL+Ss9nMpDRzdLI6MbtpISm8b3YtnkxjVWsNruwDy9z7Q49yWn/3uoVovMRF2DM8vCA+mZSak
FyYdqj f@E7AK9WNwXvqBXLAqwO+TIm/UUS5Ap6ZKUtpznMB3JcbBn4wKb/g15VtAb9jd4bwlK1E+VPCj817KPed4s/dFuu8MUP+hPJta7IWA8zVV zhyconnection

Solution:

[ec2-user@ip-172-31-33-65 ~]$ rm /home/ec2-user/.ssh/authorized_keys
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Issue: No Keypair Support, AMI unreachable
Solution: 1GEENIARF B RS EH/ERIFEAXTER/SSH Port

Issue: Virus is detected
Example: "Win.Trojan.Ramnit-xxx", "CVE-xxx-xxx“
Solution:

(1) [ec2-user@ip-172-31-33-65 ~]$ rm /tmp/BackupAuto.jar

Information Technology Laboratory

(2) httpS://an. nist.gov/vu | nlsea rch NATIONAL VULNERABILITY DATABASE NVD

AXCVE-2019-1291 Detail

Current Description QUICKINFO
8 oD i b i fckonss servek; aka Reriote CVE Dictionary Entry:
Desktop Client Remate Code Execution Yulnerability., This CVE IDis l ‘om CVE-2019-0787, CVE-2019-0788, CVE-2019-1290. CVE-2018-1291
NVD Published Date:
hospiitfic 08/11/2009

yiew Analysis Description VD Last Modified:
Se\rerity LTSRN  Cvss version 2.0 Baye

CVSS 3.x Severity and Metrics:

Q NIST: VD Base Score: [ERHEH] Vector: CVSSI3.LAVNACLIPRN/UER/S U/CH/IHAH
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Issue: SSH Root Login

[ec2-user@ip-172-31-33-65 ~]$ sudo vim /etc/ssh/sshd_config

# Authentication:

#LoginGraceTime 2m
#PermitRootLogin yes
#StrictModes yes
#MaxAuthTries 6
#MaxSessions 10

Solution:

[ec2-user@ip-172-31-33-65 ~]$ sudo vim /etc/ssh/sshd_config
# Authentication:

#lLoginGraceTime 2m

PermitRootLogin without-password
#STrictModes yes
#MaxAuthTries 6
#MaxSessions 10
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Issue: Password Authentication:

[ec2-user@ip-172-31-33-65 ~]$ sudo vim /etc/ssh/sshd_config

# To disable tunneled clear text passwords, change to no here!
#PasswordAuthentication yes

#PermitEmptyPasswords no

PasswordAuthentication yes

Solution:
[ec2-user@ip-172-31-33-65 ~]$ sudo vim /etc/ssh/sshd_config

# To disable tunneled clear text passwords, change to no here!

#PasswordAuthentication yes
#PermitEmptvPasswords no
PasswordAuthentication no
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